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LEARNING OBJECTIVES

1.

Recognize indications of sexual exploitation in children and
youth.

Utilize effective strategies for managing cases of child sexual
exploitation in clinical practice.

|ldentify community and regional resources to support children
and youth who have experienced sexual exploitation.
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SEXTORTION

April 2, 2025




 15yo F seen with parent

* Abdominal pain for 2 weeks

* Poor appetite and weight loss
* Missing ++ school

* On exam, you note superficial
lacerations to forearms and
inner thighs




Disclosure

 Disclosed that she sent intimate
images to her new boyfriend.

* Images are now posted online

* Her parents are unaware and
she does not want them to
know what happened.

.L




NATALIE DAVIS

STAFF SERGEANT, RCMP INTEGRATED CHILD EXPLOITATION UNIT (BC ICE)
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Online Child Exploitation:
Sextortion




—— What is Online Child Exploitation?

Internet is used to access, Voyeurism

possess, and distribute child Human Trafficking of children
sexual exploitation material facilitated through the Internet
(CSEM)

Child Luring over the Internet o -

Sextortion

Making Sexually Explicit
Material Available to a Child
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What is “Sextortion”?

Typically involves a suspect befriending
children and teenage victims through
social media.

The offender may pose as an
acquaintance from a neighbouring
school or community group.

The offender creates the appearance of
fe online relationship before asking
ate images from the victim.

ictures and/or videos have been
red with the offender, victims are
threatened that this material will be
shared with family, friends or online
unless some sort of paymentis made.
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COMMON OFFENCES ASSOCIATED TO SEXTORTION

@ Luringa Child
Making Sexually Explicit d Extortion @
Material Availableto a ) ) 3

Child Pornography

Child

S.173

Non-Consensual
Distribution of
Intimate Images
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Shame is the biggest

obstacle to seeking help.

50%+

More than half of kids and parents mostly
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Give Direction

STOP ALL COMMUNICATION -
STOP TYPING - STOP

DO NOT send money or more
photos or videos

DO NOT DELETE your account or
the messages — this is evidence

TELL the police and bring your
device to the police station

WE CAN HELP YOU




Assess the Threat & Mitigate Risk

How did this start & how long has it been going
on?

What threats have been made?
Have they met/made plans to meet offline?
Does the offender know where the victim lives?

Does the offender know anyone the victim is
friends with?

Who else has the victim told about the suspect?
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#StopSextortion

Sextortion in BC

In 2024, approximately half the files sent out for
investigation are believed to have possibly been
Sextortion.

2024 reports received which may be Sextortion:

v 112 Extortion files
v 20 Harassing Communication files
v 1674 Luring files

High profile cases in BC highlighting the need for
education and training for both the public and
police.
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Resources

v' Canadian Center For Child Protection
(C3P)/ Cybertip

v Thorn for Parents
v' Media Smarts
v’ Take It Down
v" Project Arachnid

v' National Center for Missing and
Exploited Children (NCMEC)
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Key Points

These offences are highly under-reported due to victim shame and/or fear.

Given the significant risk and harm Sextortion and other Internet Child
Exploitation offences pose to children, reports of Sextortion should never be
dismissed, as it is critical to ensure these victims are recognized, they’re
safe, and feel supported and heard. ltis critical to ensure these victims feel
supported and heard.

The initial steps of a Sextortion investigation are critical to protecting the
victim, minimizing the impact of the sexual violence being perpetrated, and
identifying the offender as quickly as possible.

The potential risk to victim safety is high and it is imperative that support be
provided and safety plans be discussed and developed with the victim and
family. The consequence of not doing so may result in a fatal outcome for
the victim.
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Contact

S/Sgt. Natalie DAVIS
NCO i/c BC Integrated Child Exploitation Unit
Desk: (778) 290-2046

natalie.davis@rcmp-grc.gc.ca
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MEGHAN DONEVAN

RESEARCH MANAGER, TALITA
PHD STUDENT, CHILD AND YOUTH PSYCHIATRY, UMEA UNIVERSITY
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Understanding sextortion
in the cycle of exploitation

For some, first instance of abuse

For others, part of long-term pattern
of exploitation

Sextortion used by perpetrators as a
tool for control and to maintain power
over victims

Inflicts immediate harm but also
creates barriers for victims trying to
escape the cycle and seek help




LE:LUgle
technology-facilitated
sexual violence
seriously...







Health consequences
of sexual exploitation

Research among 120 individuals subjected to online
sexual exploitation...

» 84% fulfilled the criteria for PTSD

* 69% had attempted suicide at least once

« 77% had engaged in self-harm behaviors

» 80% had been diagnosed with at least one mental
health problem

» 45% had been diagnosed with a neuropsychiatric
diagnosis (autism, ADHD)



Young people’s
cries for help

Children communicate using
verbal and nonverbal cues...

 Acting out in school or sudden
changes in behavior

» Withdrawal from friends and
previously enjoyed activities

« Alterations in sleep or eating habits




Barriers to
disclosure

» Threats from the perpetrator

Self-blame, shame and guilt

Feeling alone

Afraid of negative reactions

Previous experiences of negative
reactions
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It was even more painful
when | told my mom and
she didn’t do anything—it
was like she didn’t even
listen. At that point | knew
like | couldn’t talk to
anyone about it...

- Elin




Negative social
responses

» Disbelief

» Blame/shame

* Not being taken seriously
* Inaction

« Turning too quickly to solutions
rather than active listening

* Focus on symptoms and
behaviors rather than root
causes




Takeaways for
Professionals

Early detection: Recognize the signs..
« Change in behaviours

+ Emotional distress

+ Social withdrawal

* Unexplained health issues

+ Self-destructive behaviors

» Eating disorders

e Substance use




Takeaways for
Professionals

Early detection: Have the courage to
ask...

» “Has anyone ever made you feel unsafe
online?”

 “Is there anything happening in your life
that makes you feel trapped?”

Shift the burden — we must take
initiative
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When they ask, you
iImmediately know:

'Wow, they really care.’
That question alone
means everything.




Takeaways for
Professionals

» Early detection:
implement routine-
based questions

» Screening tools +
conversation

@ mm e —————

CTS

Child Report (Age 6-17)

Child Name/ID: Age: Gender: D Male D Female D Other

Administered By: Date Completed:

EVENTS: Sometimes, scary or very upsetting things happen to people.
These things can sometimes affect what we think, how we feel, and what we do.

1. Have you ever seen people pushing, hitting, throwing things at each other,
or stabbing, shooting, or trying to hurt each other?

2. Has someone ever really hurt you? Hit, punched, or kicked you really hard
with hands, belts, or other objects, or tried to shoot or stab you?

3. Has someone ever touched you on the parts of your body that a bathing suit covers,
in a way that made you uncomfortable? Or had you touch them in that way?

4. Has anything else very upsetting or scary happened to you (loved one died,
separated from loved one, been left alone for a long time, not had enough
food to eat, serious accident or illness, fire, dog bite, bullying)? What was it?

Yes No
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Takeaways for
Professionals

o "Tell it like it iS”
» Effective referrals

 Child (and parent)
participation




Takeaways for
Professionals

 Tailored support and care

» Cross-disciplinary
collaboration

« Ongoing follow-up

* Trauma-informed support
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Key questions to
consider...

Do we know which questions to ask?

Are we prepared to ask these
questions?

Are we ready for the responses we
might receive?

Can we manage our own reactions?

Do we know where to refer children
and youth for further help?

Are we committed to going the extra
mile in support of those affected?
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| think sexual
exploitation can be

stopped if children and
teens are seen and
heard in time.
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E-mail: meghan.donevan@umu.se .

Phone: +46-725 38 84 50

LinkedIn
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Incorporating into
Practice...

Routine sextortion assessments

Speak privately & set
confidentiality limits

Use non-judgemental approach

Ask open ended questions

Assess for suicidal ideation

Sextortion can happen to anyone




Other Considerations

* Normalize online safety discussions

* Routine screening reduces stigma &
identifies risk

* Create a safe, non-judgmental
space for open dialogue

e Consider past childhood trauma
* Sextortion can affect anyone

“Children who were abused in earlier childhood are four
times more likely to be sexually exploited, with 95% of

teens engaging in commercial sexual activity having been
sexually abused during earlier childhood.” (Chang, 2015)




Legislation

* Mandate pertaining to the
“protection” from maltreatment
of children falls under provincial
legislation

e B.C. - Child, Family and
Community Services Act (CFCSA)

* Child/Youth in BCis <19 years




Section 13 (1)

When does a child need protection?

As defined in Section 13 of the CFCSA (12 categories), a child
requires protection when there is reason to believe they are:

Physically harmed or at risk of harm
Sexually abused, exploited, or at risk
Not protected by a parent from abuse
Deprived of necessary health care
Emotionally abused

Neglected, leading to actual or likely physical harm




Screening Questions for Healthcare Providers

Have you ever run away?
Any history with law enforcement?

Have you ever had unexplained or concerning
injuries?

Do you use substances? Do you have a history of
substance misuse?
Are you at risk of self-harm or suicide?

Who would you talk to if something online madeyou ¥
uncomfortable?
o Have you felt pressured to share personal images?

o Has anyone threatened to share a photo or video of
you?

Use psychosocial or suicide risk assessments (e.g.,
HEADS, HEARTSMAP, TASR-A)



1. Validate & Support

2. Educate & Empower

Advocating
for Youth

3. Offer Resources & Action Plans

4. Educate yourself; feel comfortable having
conversations with youth and or their caregivers




Intimate Images Protection Service
The White Hatter
Cybertip.ca

Resources For
Teens &
Families

NeedHelpNow.ca

Kids Help Phone (1-800-668-6868)
Local law enforcement

ONYX

Foundry (app, website or local centre)



Sextortion can happen to anyone

Not the victim’s fault

Support:

CAELGE N
- o SCAN clinics
Away S o Counseling

o Victimservices
* Barriers:

o Shame, isolation

o Limitedtools

o Parental response

Action:
o Focus on behaviors
o Digital violence is real

o Writtentools help




In conclusion:

NO child is immune!
Knowledge is power

Early recognition and intervention is
key

Look beyond presenting
symptoms/behaviours

To ask the question or not?
Future resources

Final take away

This Photoby Unknown Author is licensed undeEC BY -NC




Contact

Tracy Scott, BScN, MN, Sane-P, CNS Megan Lowe, BScN, RN Emily Lindsey, MN, RN
Forensic Nurse Examiner Nurse Clinician, Forensic Nurse Nurse Clinician, Forensic Nurse
Email: Examiner Examiner

E-mail: Email:

Phone: (250) 813-4183 Cell phone: (250) 319-4611 Office: (250) 739-5747

Office: (250) 314-2775
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Foundry BC app

* Free & Confidential mental health & wellness services for young people (12-
24) and their caregivers

* Virtual services fill the gaps in communities that do not have a Foundry centre
OR support youth who have barriers to accessing in-person services

» Video, audio + (phone options) and chat options available
 Access through the Foundry BC App or Web Portal

* Open 7 days/week;
10:00am - 9:00pm Monday to Friday,
10:00am - 6:00pm on weekends and holidays.

Services available same day or bookable in advance
- A

#  Available on the

¢ App Store

Questions? Fovikad B
Email online@foundrybc.ca . a  GETITON
www.foundrybc.ca - » Google Play

www.foundrybc.ca/virtual — ‘FOUNDRY:
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