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Self-introduction

• Practicing family physician
• Clinical assistant professor, Department of Family Practice, UBC
• Associate Faculty, School of Population and Public Health, UBC
• Adjunct Professor, Faculty of Health Sciences, SFU
• Post-doctoral fellow at SFU and UBC
• Visiting Scientist, Harvard University
• AI Advisory Group, CFPC
• UBC MD; Harvard University PhD
• Research study focuses on health system change



Key takeaways

• Why do we care: AI tools’ capacity is rapidly expanding, even rivaling 
human capacity. Future advances may accelerate further.



Key takeaways

• What is AI: Artificially designed software. Some are showing signs of 
autonomously learning new knowledge, abstracting from 
phenomena, and applying the knowledge.



Key takeaways

• How are we using it for health care: Clinically, they can help with 
early risk detection, diagnosis, and treatment. They can also support 
administrative tasks.



Key takeaways

• What do we need to worry about: 
• AI tools may threaten huma clinicians’ job security.
• Cybersecurity threats challenges privacy and consent.
• Unclear standard of clinical practice around using AI tools. 
• Nailing down AI tools’ performance is challenging.



Why should we care?
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Will AI development accelerate?





Epoch AI. Epoch AI. 2024 [cited 2025 Mar 10]. Data on Notable AI Models. Available from: https://epoch.ai/data/notable-ai-models













What is artificial intelligence?



Types of AI

Machine Learning: Algorithms that can identify 
patterns

Deep Learning: Uses neural 
network to learn patterns

Artificial Intelligence: Computer systems that can
complete tasks usually requiring human intelligence 



Artificial Intelligence—Example of expert 
system

Diaz, G. (2018). CURB-65 Scoring and Risk Stratification for Pneumonia ... GrepMed. https://grepmed.com/images/747/stratification-
management-pneumonia-admission-diagnosis



Machine learning
Decision Tree Analysis

K-means clustering
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Deep learning
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Generative AI

• The autumn ___
• Colours are (80%)
• Books can be (5%)
• TV show are (15%)

• The autumn colours are ___
• Intellectual (2%)
• Sky (3%)
• Red (95%)



How is health care services using AI?
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Early risk 
identification

• Population level
• Individual level

Diagnosis

• Dermatology
• Ophthalmology
• Radiology
• Pathology

Diagnosis • Suture
• Identify treatment

Treatment

• Integrate medical charts
• Take notes
• Coordinate health care 

providers





Up to 36.1% improvement Average of 9% improvement



Radiology







Early risk 
identification

• Population level
• Individual level

Diagnosis

• Dermatology
• Ophthalmology
• Radiology
• Pathology

Treatment
• Suturing
• Identify treatment 

options
• Counseling

Treatment

• Integrate medical charts
• Take notes
• Coordinate health care 

providers





STAR: Smart Tissue Autonomous Robot 
Control: Manual laparoscopy







Early risk 
identification

• Population level
• Individual level

Diagnosis

• Dermatology
• Ophthalmology
• Radiology
• Pathology

Treatment

• Suturing
• Identify treatment 

options
• Counseling

Administrative

• Take notes
• Integrate medical charts
• Develop written content
• Predict workload





What do the pilot studies show?
Outcomes

Patient 
interaction

Work-life 
balance

Notes 
quality

Time spent on 
notesYearAuthors (Organizations)

Better (qual)N/AGoodSig less2024Tierney et al. (Kaiser Permanente)

Better (qual)Sig better
Good 
(qual)Sig less2024

Ha et al. (Ontario MD / Women’s 
Hospital)

N/ANo sig diffN/ANo sig diff2024
Liu et al. (Atrium Health + Wake Forest 
University

Better (qual)Better (qual)N/AN/A2024
Bundy et al. (Atrium Health + Wake 
Forest University

N/ASig betterN/AN/A2024Misurac et al. (University of Iowa)

Sig betterSig better
Generally 
betterSig less2025

Duggan et al. (Academic health system 
in Pennsylvania)
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Practical considerations



Practical considerations

• Job security
• Medical interaction concerns

• Privacy
• Consent
• Behavioural changes
• Standards of practice

• Technical considerations
• Hallucinations 
• Model complexity
• Questionable real-world effectiveness

• Inequity concerns
• Biased output
• Usage disparity







Policy 
change

Problem:
Low access 

to high-
quality care

Policy:
AI as MD

Politics:
Political 
window
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Privacy

• De-identified data is no longer personal information IF
• No serious risk of reidentification

• How does the law consider the potentially reidentifiable data in deep 
learning models?

Fasken. (2021, March 1). De-identification of Personal Information Under the Proposed Consumer Privacy Protection Act. 
https://www.fasken.com/en/knowledge/2021/03/1-de-identification-of-personal-information-under-the-proposed-consumer-privacy-protection-act
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Consent

Consent

Information 
collection

Medical 
diagnosis and 

treatment



Consent

Consent

Information 
collection

Medical 
diagnosis and 

treatment



Express consent required when

1. the information being collected, used or disclosed is sensitive;
2. the collection, use or disclosure is outside of the reasonable 

expectations of the individual; and/or,
3. the collection, use or disclosure creates a meaningful residual 

risk of significant harm.

Canada, O. of the P. C. of. (2018, January 8). PIPEDA Fair Information Principle 3 – Consent. https://www.priv.gc.ca/en/privacy-topics/privacy-
laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/p_principle/principles/p_consent/



Consent

Consent

Information 
collection

Medical 
diagnosis and 

treatment



Negligence

1. Duty of care:
 that the healthcare worker or practitioner owed the patient a certain 

duty of care; and
 that there exists a patient-healthcare practitioner relationship

2. Breach: that there was negligence or a breach of the standard of 
care

3. Causation: that the breach or negligence caused the injury or 
death of the plaintiff on a balance of probabilities

4. Damages: that the plaintiff suffered damages and that the loss is 
quantifiable

Anggadol, K. (2023). What is medical negligence? Lexpert. 
https://www.lexpert.ca/news/legal-faq/what-is-medical-negligence/378402



Negligence

1. Duty of care:
 that the healthcare worker or practitioner owed the patient a certain 

duty of care; and
 that there exists a patient-healthcare practitioner relationship

2. Breach: that there was negligence or a breach of the standard of 
care

3. Causation: that the breach or negligence caused the injury or 
death of the plaintiff on a balance of probabilities

4. Damages: that the plaintiff suffered damages and that the loss is 
quantifiable

Using AI that is at least clinically comparable to human care?

Anggadol, K. (2023). What is medical negligence? Lexpert. 
https://www.lexpert.ca/news/legal-faq/what-is-medical-negligence/378402



Negligence

1. Duty of care:
 that the healthcare worker or practitioner owed the patient a certain 

duty of care; and
 that there exists a patient-healthcare practitioner relationship

2. Breach: that there was negligence or a breach of the standard of 
care

3. Causation: that the breach or negligence caused the injury or 
death of the plaintiff on a balance of probabilities

4. Damages: that the plaintiff suffered damages and that the loss is 
quantifiable

Difficult to prove

Anggadol, K. (2023). What is medical negligence? Lexpert. 
https://www.lexpert.ca/news/legal-faq/what-is-medical-negligence/378402



Futuristic scenarios

Outsource essentially all tasks?
May be malpractice

Cohen, I. G. (2020). Informed Consent and Medical Artificial Intelligence: 
What to Tell the Patient? The Georgetown Law Journal, 108, 1425–1469.



Key point about consent though

• Hard for usage of AI to break law
• But discussing AI use can build patient-provider trust
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What is the “standard of practice”?

• “At some point, you’re going to see physicians and hospitals being 
held liable for not using AI.”

• “Negligent credentialing theories may hold …liable a physician who 
deviates from the standard of care. … may extend to … AI/ML system 
prior to clinical implementation. ”

Macnab, A. (2022). Artificial intelligence-powered liability shakes up the medical field. https://www.canadianlawyermag.com/practice-areas/medical-malpractice/artificial-intelligence-
powered-liability-shakes-up-the-medical-field/369734

Maliha, G., Gerke, S., Cohen, I. G., & Parikh, R. B. (2021). Artificial Intelligence and Liability in Medicine: Balancing Safety and Innovation. The Milbank Quarterly, 99(3), 629–647. 
https://doi.org/10.1111/1468-0009.12504
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But also what’s the standard?





Model drift

Sahiner, B., Chen, W., Samala, R. K., & Petrick, N. (2023). Data drift in medical machine learning: Implications and potential remedies. British Journal of 
Radiology, 96(1150), 20220878. https://doi.org/10.1259/bjr.20220878
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Key takeaways

• Why do we care: AI tools’ capacity is rapidly expanding, even rivaling 
human capacity. Future advances may accelerate further.

• What is AI: Artificially designed software. Some are showing signs of 
autonomously learning new knowledge, abstracting from phenomena, and 
applying the knowledge.

• How are we using it for health care: Clinically, they can help with early risk 
detection, diagnosis, and treatment. They can also support administrative 
tasks.

• What do we need to worry about: 
• AI tools may threaten human clinicians’ job security.
• Cybersecurity threats challenges privacy and consent.
• Unclear standard of clinical practice around using AI tools. 
• Nailing down AI tools’ performance is challenging.

sian.tsuei@gmail.com
@SianTsuei 



Thank you.
sian.tsuei@gmail.com

@SianTsuei 
https://scholar.harvard.edu/stsuei



Appendix: Questions Regarding AI 
Scribe Product
The “You” refers to the AI scribe vendor and AI scribe tool.
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Building phase

- Development

o What is your development lifecycle? 

o How do you scan your code for potential 
vulnerabilities?

o How do you manage library and vulnerability 
upgrades?

o How do you track changes on your AI system? 
How do you audit such changes?

o How do you evaluate the output of your AI 
system?

o How do you determine biases?

o Optional questions regarding model 
performance in italics

 Did you build your own foundation model? 
Or did you use open-source components? 
Or are you feeding the data to a 
foundation model?

 Can you describe your training data? Size 
of the dataset? Demographic composition?

 What’s the area under the curve for your AI 
system regarding speech recognition? Rate 
of hallucinations? Or other measures of 
performance?

 Did you stratify the analysis by 
demographic characteristics?

95



Building phase

- Human resources

o What is the process of onboarding offboarding 
employees?

o Do the employees sign confidential 
agreements? Personal health information 
handling agreements?

- AI system access

o What is your password policy?

o Do you enforce multifactor authentication?

o How do you inspect and monitor intrusion?

96



Use phase

- Data access
o How do you review access to each component of your AI system? Do you 

keep and / or offer access log? Who can access such a log?
o How will you be interacting with the personal health information?
o How stringent / lax can we make the terms of access?
o Do you sign confidentiality agreements?
o Do you prohibit disclosure to third parties?

- Data usage
o Will you be using the personal health information to train your AI system?

97



Use phase

- Data transfer and storage
o What is the encryption algorithm you use at 

rest and in transit?
o Do you use firewall to protect patient data?
o How do you protect database access?
o Is the data encrypted?
o By what standard are the data encrypted?
o Do you aim for deidentification or 

anonymization? How do you do that?
o What’s your standard to determine 

deidentification or anonymization?

- Data disposal
o Is there secure data destruction?
o How do you destroy the data?

- Data ownership
o Who owns the personal health data 

generated?
o How does the contract specify data 

ownership?

- Consent
o Do you provide consent guidance?

98



Use phase

- Contingency plans
o What kinds of contingency scenarios have you 

considered?
o What is your security response plan for these 

contingency plans? In cases of data breach?
o Do you do drills? Have you been targeted by 

cyberattacks? How often?
o How often do you back up critical data?
o How does the contract specify who will be held 

responsible for problematic output? Other 
problematic scenarios?

- Standard adherence
o Are you compliant with 

o Personal Information Protection Act (PIPA),

o Personal Health Information Protection Act (PHIPA) 

o Personal Information Protection and Electronic Documents 
Act (PIPEDA)

o Alberta’s Health Information Act (HIA)

o BC’s Freedom of Information and Protection of Privacy Act 
(FOIPPA)

o USA’s Health Insurance Portability and Accountability Act 
(HIPAA)?

o Have you been audited by a third party? Which 
one(s)?

o Can the government, clinicians, or other third 
parties audit your product? Pertaining to which 
aspect of your product?

o How frequent are the audits?
o How are the audits conducted?
o Can you share the audit reports?

99



Use phase

- Insurance

o Do you have cyber insurance?

o What’s the deductible?

o What is captured within the insurance? Intellectual property infringement / privacy 
breaches?

o Limitations of liability?

o Do you report data incidents? How many have occurred? What’s the nature of these 
incidents?

100
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